
Internet security audit:

1. look up the breaches on page 15
2. search online for your name in the breaches if you can (google etc.)
3. go to my account on google and opt out of data collection
4. if you use venmo, check if your transactions are private
5. check yourself on https://haveibeenpwned.com/
6. check all of your email addresses-is the information correct?
7. look yourself up on a data broker
8. go to https://amiunique.org ; what is shown?
9. save a screenshot of what is shown

10. open a private or incognito  window and repeat
11. compare the uniqueness score what what changed
12. go to https://coveryourtracks.eff.org
13. try https://privacy.net/analyzer/
14. try this site with various websites: https://themarkup.org/blacklight
15. try with hpa.edu
16. repeat with this checker: https://webbkoll.dataskydd.net/en/
17. insecure camera list: http://www.insecam.org/
18. go here and search for SCADA  https://www.shodan.io/
19. Have you been sold? https://haveibeensold.app
20. why is HPA so serious about your photo and name on web pages?
21. how does facial recognition change this?
22. check out this listing: https://privacyrights.org/data-breaches
23. and this one: https://en.wikipedia.org/wiki/2010s_global_surveillance_disclosures

Ok, that was scary. What do do next?
https://datadetoxkit.org/
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landscape: how secure are
you online?
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